ABSTRACT In the wake of the extensive application of the fourth generation system, investigations of new technologies have been moving ahead vigorously to embrace the next generation communications in 2020. Thereinto, the technique of ultra-dense networks (UDNs) serves as a key enabler in meeting the roaring mobile traffic demands. With the prevalence of mobile Internet services especially those involve the mobile payment, security has gained an unprecedented amount of attention and become a highlighted feature for the fifth generation. Resource allocation, one of the most significant tools on getting over the obstacle of ubiquitous interference as well as elevating the spectrum/energy efficiency, has attracted substantial efforts, whereas not much of them consider the information security. In a word, security-oriented resource allocation is a non-ignorable field in UDNs resource management, which still needs further study. This paper takes the safety performance as the pivotal issue and refers to the core idea of physical layer security, trying to pave a way for the security design under the framework of the densified networks. In particular, a review of the classical techniques in physical layer security is given from the perspective of resource allocation, which may enlighten the security-based resource management in UDNs. Besides, the challenges as well as potential problems are identified on the basis of the characteristics of UDNs, which can be favorable for targeting the future efforts. In a case study, it is shown that effective blockage of the eavesdropper in UDNs is achievable with the aid of physical layer security, and that the spectrum efficiency is also improved through the careful resource allocation.
I. INTRODUCTION
Spurred by the proliferation of the smart devices and various multimedia services, an unprecedented amount of data traffic is now flooding into the mobile wireless networks. It is foreseen that the demand for future communication system will reach a level that is 1000 times larger than nowadays in 2020 with an astounding number of 25 million intelligent terminals connected [1] . New round of evolution is in desperate need in order to bear the dramatically surging data load -5G is on the way [2] .
With the skyrocketed traffic pouring into the network, abundant efforts have been made to address the crowded service and connection demands. The mainstream techniques can be generally summarized into the following three aspects: spectrum expansion (e.g., millimetre wave), spectrum efficiency enhancement, e.g., massive multi-inputmulti-output (MIMO), device-to-device (D2D) communications [3] , [4] and network densification [5] . Among the three, the densely deployed network is considered to be a dominant way to promote the system capacity compared with other techniques such as massive MIMO, D2D, etc [6] . Other than capacity enhancement, 5G technologies also have to address the challenge of regional traffic surge. Imagine a pedestrian street integrated with shopping malls as well as entertainment areas. The clients are very likely to surf the Internet, game or chat online when waiting for the service, incurring extensive data traffic in a local area. Such crowded scenarios [7] as stadiums, subway stations, open air festivals or even unexpected traffic jams [8] will be increasingly common in future communications. To tackle the extremely crowd communication demands, micro or small base stations in mounting numbers are required. As a matter of fact, substantial mobile data activities occur in users' homes and 54% of the total cellular traffic will be offloaded by 2019 [9] . Thus the technology of ultra-dense networks (UDNs) is considered as a standard part of prospective wireless networks [5] , [9] which directly strengthens the communication in hotspot areas and boosts the overall capacity of the congested networks.
The progressively diversified services from various mobile service providers have revolutionized the traditional communication setup. From the point of view of current service types, traditional fixed-line and video business will be gradually replaced by mobile data services. With the mobile Internet penetrating into all aspects of life, subversive effects have been made on the behaviour of majority users. More and more people are accustomed to shopping, ordering meals, booking a taxi through applications on their smart phones or doing online financial management. It is indeed very convenient for users to recharge their online games/videos and even pay for the water, electric or gas fees anytime anywhere as long as their cell phones at hand. Yet the security hazards that coming along are also non-negligible. As the human society has stepped into the information era, information becomes the vital intelligence and resource in business as well as daily life. It is closely related not only to users' privacy but also to the safety of their personal property. For example, the users may suffer a great loss once the information is intercepted in the process of login and payment. Moreover, a wide range of prepaid services have sprung up in recent years, granting access to either more resources or higher quality of services such as high definition videos to the paying customers. It would also be a loss for both operators and service providers if the content of these prepaid services were overheard by unpaid users. Needless to say, the security of information transmission is closely related to the personal property safety together with the enterprise credit. In a word, security will definitely be of utmost concern for future mobile communications and serve as an indispensable new indicator for 5G research.
However, the open and broadcast nature of wireless channel makes it particularly convenient for the untrusted third parties' wiretapping as long as they stay in the radio range of transmitters. Thus the techniques promoting the information safety in UDNs will definitely be an interesting and indispensable part in 5G researches. And it is already a key feature of the 863 Project in China. Generally speaking, there are mainly two types of approaches to protect the network's confidentiality from the eavesdroppers: the upper layer encryption and the physical layer security. The former encrypts the secret information via encryption algorithms and a secret key so that the original message can never be deciphered. Nevertheless, the computational cost for either encryption or decryption is usually so high that it becomes a heavy burden for both the small cell base stations (SBSs) and macrocell user equipments (MUEs) [10] . In addition, as the wireless environment becomes more intricate in UDNs, the key management and distribution is far more difficult owing to the requirement of more complex protocols and architectures [11] .
The basic thought of physical layer security exploits the open and time-varying nature of wireless channel. It has been revealed in [12] that it is possible for users to obtain a non-zero secrecy capacity without relying on the private key as long as the wiretap channel is a degrade version of the main channel. Then the idea of boosting the secrecy performance via exacerbating the wiretap channel (by directing artificial noise to the eavesdropper) or enhancing the legitimate link (with the help of relay) are then developed. Numerous transmission strategies have been proposed based on the concept of physical layer security, such as cooperative jamming [13] , [14] , relay-aided secure transmissions [15] , [16] , secure beamforming [17] , [18] , etc.. The essence of all these strategies still lies in resource management, whether it be power control among jammers/relays [13] , [15] , time optimization between the two slots in relaying system [19] or jammer/relay selection [16] , [20] . To summarize, physical layer security is still a wireless-communicationbased technology with almost no requirement of upper layer protocol modification. It exploits the existed wireless communication skills along with the efficient management of limited resource, indicating a possibility of smooth evolution to the future communication networks. More importantly, the physical layer security technologies involve neither complex cryptographic calculations nor excessive demands on the processing ability of communication entities. This significantly reduces the burden for both low-power low-cost femtocell base stations (FBSs) as well as mobile terminals and extends the battery life at the same time. Based on the above observations, compared to the upper layer protocols, the concept of physical layer security may well provide an insight for security-oriented resource management under the framework of UDNs.
This article focuses on the security-oriented resource allocation in UDNs with the aid of physical layer security concept and is organized as follows. A brief analysis of how each kind of resource affects the system's security performance is presented in Section II, in which the typical techniques in the study of physical layer security that may illuminate the security research in UDNs are also reviewed from the aspect of resource allocation. The challenges as well as the future directions for security framework design in UDNs are presented in Section III. At last a cooperative framework of UDNs secure transmission and resource management algorithm is presented in Section IV as a case study before we conclude this work in Section V.
II. RESOURCE ALLOCATION FOR SECURITY
Resource allocation has long been investigated in UDNs where numerous problems like interference cancellation, green communication have been studied. And various goals like enhancing the spectrum efficiency (SE)/energy efficiency (EE), improving the fairness have been achieved. VOLUME 4, 2016 In security research, the common metrics in existing works to evaluate the effectiveness of a proposed scheme are mainly secrecy capacity (or ergodic secrecy capacity) and secrecy outage probability. The secrecy capacity is the discrepancy of information quantity between the main channel and wiretap channel, which can be presented as
where S, D and E denote the source, destination and the eavesdropper, respectively. On this basis, the secrecy outage probability can be defined as the probability that the secrecy outage, an event that the constant secrecy capacity goes below a previously set target C, takes place, i.e.
The above two metrics are of extreme significance since they are often taken as the objective function in this field. In mainstream studies, the secrecy capacity can usually be obtained via the famous Shannon formula and the latter can be analyzed with the help of stochastic geometry [21] . In an UDNs system, there are various types of resource, all of which have great impact on the quality of legitimate and wiretap links. Therefore, information security can be effectively accomplished by carefully scheduling the existing resources based on the idea of physical layer security. A rough description of the relationship between resource dimensions in UDNs, the primary research fields, and the main performance metrics are illustrated in Fig. 1 . In what follows, we examine the main kinds of resource dimensions in the system, see the way that they influence the security transmission and discuss how they can be optimized from the perspective of physical layer security. Apparently, although the thoughts and methods in current security studies greatly inspire the security-oriented resource allocation, they are unable to be directly applied to UDNs. Hence, a brief analyse of the difference and potential problems are provided so as to give an insight for the future studies.
A. POWER ALLOCATION
Power control is an intrinsic problem in traditional UDNs due to the co-channel interference and EE requirements. It becomes more complicated when taking security into consideration. For friendly jamming based strategies (illustrated in Fig. 2-(a) ), due to the disability of decoding the jammer's signal, the legitimate users are also compelled to bear some side effects in the jamming process. Hence, the power control of the jammers is an indispensable part to effectively jam the eavesdropper without doing much harm to the legitimate users. In addition, the distribution of the jamming power among different users is a crucial point since the total power of a jammer is finite. The problem will be even prominent in UDNs where the majority of nodes are low-powered FBSs or mobile terminals with tight power budget. For relay based strategies, increasing the transmit power of relay means a simultaneous improvement of received signal for both legitimate users and the eavesdropper. Therefore, it is necessary to adaptively allocate the power according to the conditions of legitimate and wiretap channels.
Power allocation under the security scenario can usually be modeled as optimization problems with certain constraints whose objective is maximizing the secrecy capacity or minimizing the secrecy outage probability. Authors in [15] maximize the secrecy rate of the legitimate link under the secrecy outage constraint and obtain the optimal power allocation between source and relay. The secrecy outage probability can be calculated in virtue of probability generating function lemma over Poison Point Process (PPP) [22] . Besides the secrecy capacity, the traditional metrics such as throughput and energy efficiency still need to be considered. One approach is to establish an optimization system with the security performance as a constraint [23] . In [13] an optimization problem is introduced with the objective of minimizing the energy consumption constrained by the eavesdroppers' channel quality. Game theory is another approach to analyse the interaction between the users and jammers. The fundamental mechanism is that the user purchases the jamming power, aiming to obtain the best secrecy performance at the lowest possible cost while the jammers receive a payment and provide jamming service. The games can be solved mostly by the classical auction theory [24] and the algorithm for Stackelberg game [25] .
Power control in an UDNs system is not a trivial issue, since the performance of users are coupled with each other. The introduction of artificial noise is a momentous concept in physical layer security which plays a critical role in safeguarding the confidential messages of legitimate users. Nevertheless, potential threats may be imposed to the complicated UDNs by further entangling the network interference environment. Therefore, the jamming power of jammers or the signals of relays are all supposed to meet the requirement of interference constraint in UDNs, which is a big difference 9084 VOLUME 4, 2016 from the pure physical layer security studies. The additional interference constraints are usually non-convex, making it more difficult to solve the power allocation problem.
B. JAMMER/RELAY SELECTION
The functional nodes, i.e., relays or jammers, can also be deemed as instrumental network resources. Different nodes exerts different impact on the eavesdropper and legitimate user due to its unique location and channel condition. The users intuitively tend to select the relay with the best channel conditions to the receiver and that of the worst to the eavesdropper. Nonetheless the reality is that there is hardly any relay that meet the expectation. So the users have to choose a proper relay or a relay combination as a compromise. Similar for the jammer selection, weighing between enhancing its own link and despairing the eavesdropper is always necessary (a jammer selection system is illustrated in Fig. 2 
(d)).
A joint utilization of cooperative jamming and relay is a more flexible way. For example, the node i that has the maximum ratio of SINR to destination and SINR to eavesdropper (
SINR i→d SINR i→e
, where d, e denotes destination and eavesdropper, respectively) may qualified as a relay, and the node with the minimum SINR ratio can be chosen as the jammer [16] . In [26] , it is optimized the ratio between relays and jammers in a given number of total nodes and the signal design is explored through the cooperation of the jammers as well.
The node selection sacrifices the secrecy performance to a certain degree. Nevertheless, it is still an effective one to ameliorate the confidentiality of the network and is very suitable for UDNs due to its simplicity. The drawback of this method is the need of a large number of auxiliary nodes, which complicates the already high-density architecture as well as the crowed frequency in UDNs. It is acceptable for current physical layer security studies that are mostly based on point-to-point transmissions or relatively simple network topologies. Nonetheless, it is unwise in UDNs to further densify the already crowded network by including auxiliary nodes, which does no good to the development of efficient resource allocation algorithms. Consequently, it is crucial to guarantee that the original network would not be much more complex after the utilization of friendly jamming or relay schemes.
C. FREQUENCY ALLOCATION
There are less discussions about frequency in most of the physical layer security studies compared with other resource dimensions. This is mainly because the mostly considered scenarios are usually in relatively small scales where there are no frequency conflicts in the system. However, frequency is an extremely precious resource in UDNs in which communication links far exceeds the available subchannels. The dense frequency reuse results in fierce co-layer and crosslayer interference among the nodes. By applying the core idea of physical layer security, it is easy to find that the interference not only affects the traditional performance like throughput but also have a remarkable impact on the security performance. In a UDNs with one or more eavesdroppers, the wiretap channel is naturally degraded by the co-channel interference in the system. The interference is endowed with a positive meaning in this context. Actually, it is because the lack of the co-channel interference that dedicated jammers are needed so as to artificially disturb the eavesdropper. In a system with frequency reuse like UDNs, D2D or Ad hoc networks, it is wise to make advantage of the simultaneous transmission of co-channel nodes to resist the eavesdropper [13] , [27] , [28] . In this way, no extra auxiliary nodes are VOLUME 4, 2016 required and the cost for installation and maintainance of the dedicated jammers could be saved. However, it brings more challenge to frequency allocation in UDNs. Rather than eliminating the interference as much as possible, it is necessary to retain a certain amount of interference to effectively block the eavesdropper, which opposites from the traditional principle. Further studies are required to strike a balance between alleviating the system interference and jamming the eavesdropper.
D. TIME ALLOCATION
Due to asymmetry of the channel states of sourceeavesdropper link and relay-eavesdropper link, the time duration of the two time slots greatly impacts the secrecy performance of the communication. For instance, when the source has a stronger channel to the eavesdropper, it is wise to allocate a longer time interval to the second hop. The reason is that it leaves more transmission opportunity to the relay in order to avoid the loss of secrecy performance [19] . Sometimes, a jammer assists the legitimate user's confidential communication in order to acquire the granted resource for its own transmission. As depicted in Fig. 2-(b) , upon cooperation, a superframe is divided into two phases. The former part is for the jammer's transmission of the jamming signal to cover the confidential message while the latter is delegated to the jammer for its communication as a reward from the serviced user. Such mechanism is called the spectrum leasing [14] . The larger the proportion β of the first stage, the more the resource that a user maintains and correspondingly the lower the cost it bears. While it is just the opposite from the jammer's perspective. It is easy to see that the time distribution between the two phases is closely related to the interest of both the user and the jammer, and is the foundation of the consensus of collaboration between the two sides.
Both the spectrum leasing and relay mechanism can be well applied to the UDNs system. The only problem is that such time allocation issues are usually modeled as an optimization problem that works in a centric manner. In this case, a central control node is indispensable in order to collect the network information and take the responsibility of calculation. However in UDNs, the huge amount of nodes and information can hardly be collected and handled by a single central controller, leading to an urgent demand on distributed scheduling schemes which allow the massive nodes to calculate locally and make the decision on their own. Therefore, it is more practical to consider a distributed approach when solving the problems in UDNs.
E. BEAMFORMING
With the rapid mature of the MIMO technology, a number of SBSs have already equipped with multiple antennas, introducing a new dimension of resource, i.e. space, into the system which adds an extra degree of freedom for the signal process. For the jammers with single antenna, it is inevitable to impose interference on the legitimate user during the jamming phase. Whereas the beam design is an effective avenue to alleviate this problem, beamforming makes it possible to control the directionality of jamming signals such that they fall in the null space of the legitimate channel (e.g., through ZF constraints [29] or MMSE algorithms). As a result, the wiretap channel is able to be deteriorated with a relatively weak interference at the intended receiver.
For the multi-antenna sender, the transmitted signal can be decomposed into the information vector S and the noise vector V (Fig. 2-(c) ). Both vectors can be optimized through the codebook design method to simultaneously boom the information reception at the destination and suppress the performance of the eavesdropper. A joint optimization of S and V in MISO system is presented in [17] to promote the user's confidentiality under the energy harvesting constraint. The optimal solution is obtained applying the technique of semidefinite relaxation (SDR). In [30] a cooperative transmission scheme between the MIMO transmission pairs is proposed. The precoding matrices of both transmitters are jointly designed so that the interference signal is aligned with the same subspace at the eavesdropper but lies in different subspaces of the legitimate link. In short, the essence of the spatial scrambling is transmitting the useful information on the legitimate channel and noise in its orthogonal space. But the problem rises when it comes to massive MIMO systems where the dimension of jamming space surges due to the huge number of antennas. Conventional uniform jamming schemes in which jamming power spread over a large number of directions may be inefficient [31] . Hence a directional jamming algorithm is put forward in [31] to perform jamming only to the suspicious directions rather than the whole null space of legitimate receiver.
The validity of MIMO in improving the confidentiality in heterogeneous networks has been demonstrated in [32] , where both the MBSs and SBSs are modeled as homogeneous PPP. Yet a low-power and low-complex approach is still the main trend of the SBSs, especially for femtocells as the individual users may well prefer a cheaper base station. Therefore, it can be inferred that the single-antenna SBSs will abound in UDNs for a long time. The design of the proper jamming signal can be implemented by applying the network MIMO in UDNs with single antenna SBSs. In spite of the remarkable gain brought by the multi-base beamforming, an extra load of synchronization together with information exchange suffered by the SBSs for coordination purpose cannot be ignored. In addition, the augment of the user number in collaborated cells has placed extra obstacle on the joint signal design.
In a word, resource management is an intricate problem that covers a wide range of areas in which the joint allocation of various types of resource is of most challenge. In general, the objective functions in this kind of optimization problems are non-convex and even NP-hard. It is extremely difficult to find the optimal solution in polynomial time for such problems, not to mention the multiplied optimization variables. Hence suboptimal algorithms that reformulate the original objective into several subproblems in order to separately optimize each dimension of the resource are always exploited. For instance, in [33] , the joint optimization of relay selection, power allocation as well as the time allocation is decomposed into three subproblems respectively. A suboptimal solution is then obtained through the iteration algorithm that successively resolves the three subproblems.
III. CHALLENGES AND FUTURE DIRECTIONS
Although the novel concepts and approaches in physical layer security bring unlimited new possibilities for security research of UDNs, further investigations are demanded. A majority of the state-of-the-art studies of physical layer security are still based on a relatively simple scenario, especially the point-to-point communication with a sourcedestination pair (S-D pair, and is referred to as Alice and Bob in many classical articles) and an eavesdropper. By and large, the study of security in a practical network model like UDNs is yet an immature field and much efforts are expected to provide a comprehensive comprehension of this territory. Several conceivable issues have been put forward when summarizing the promising techniques that may be introduced in the UDNs. The open issues are listed based on the above observations as well as the unique features of UDNs. This section goes deeper into those issues and discuss the challenges in a more detailed way.
A. INTERFERENCE MANAGEMENT
Co-channel interference among different users is no longer a trouble in most nowaday studies in physical layer security thanks to the fewer users, or in other words, the comparatively sufficient spectrum resources in the assumed scenarios. However, the interference management is still challenging in UDNs due to the disproportionality of the users and frequency resources. What's more, the core idea of physical layer security is to create artificial noises, which makes the scenario more complicated. In fact, it is due to the non-interference scenario in most of the current studies that the extra artificial noise is required. While in UDNs, the co-channel interference is a natural element of the network, which can be an alternative to exploit in order to avoid generating of the jamming signal. The investigation of the security-oriented frequency and power allocation scheme is needed as well as the further study of its impact on the interference condition of the network. In short, the frequency assignment is an inevitable question when it comes to the interference management which is not considered in physical layer security. Hence, the security targeted spectrum and power allocation as well as handling the additional noises generated by the jammers become a crucial challenge of future researches in UDNs, where a new wave of innovation will be triggered.
The ultimate goal of network security design is to protect all users from the eavesdropper. Nevertheless, it may be a great endeavour and can be easily stumped by the large number of users as well as the massive co-channel interference in UDNs. It would be a formidable task to exert enough interference on each subchannel to fully suppress the eavesdropper while guarding against the severe deterioration of the legitimate links triggered by those jamming signals. This is due to the fact that it involves a handful of constrains on the frequency planning, resulting in not only a high complexity but also a difficulty in finding the feasible solution. The idea of introducing the user priority or quality of service (QoS) may be an alternative to strike a balance between complexity and security. This could be done by defending only the users who are in desperate need of security or those who have a high priority. The macro layer, in the mainstream studies on UDNs, is regarded as the primary network in the system while the small cell layer is treated as a subordinate component. A typical example is that a low level of interference to MUEs is always a prerequisite for the SBSs' frequency and power deployment. Accordingly, the secure performance of MUEs should also take precedence over the small cell layer. In addition, the users can be classified in terms of the QoS they demand, which associates with the application they use on top of their identities. The entrepreneurs are more likely to claim a confidential communication compared with the general citizens as their conversations may involve trade secrets. Likewise, the ones who are watching an online football game may not care about the security while e-mail service users may concern more about the leakage of their private information. Hence, providing security service just for users or applications in need may be a wise choice that can reduce the number of interference constraints and save the resources at the same time.
B. SUBSTITUTE FOR DEDICATED JAMMERS
The bringing-in of the auxiliary nodes such as relays and jammers definitely introduces more burden to the already extremely densified network. On the one hand, the nodes can be viewed as an extra layer which further complicates the topology of both the architecture and the interference relationship of the network. On the other hand, as the distances between base stations and users are very small, it will be unnecessary to further enhance the source-destination link by exploiting the relays. As a result, the open literatures that involve the dedicated jammers or relays may be of limited value when considering the UDNs. Therefore, novel mechanisms are required, or feasible alternatives are to be developed in the existing components of the UDNs. In fact, the hierarchical architecture is particularly suitable for a cooperation regime between the two layers where the low power SBSs could jam for the macro layer. The existence of heterogeneous nodes in UDNs may provide new ideas in secure network design where the substantial SBSs can also be deemed as a kind of node resource as jammers/relays mentioned above. This would avoid the trouble of installation along with maintenance of the dedicated jammers.
The fundamental mechanism of a cross-layer cooperative framework in UDNs is illustrated in Fig. 3 . While serving the subscribed small cell user equipments (SUEs), the SBSs could simultaneously allocate a portion of their power to assist the macro layer's secure transmission (the jamming link in Fig. 3 ). In return, the macro layer pays to the SBSs for their jamming power as compensation as well as stimulation. With the capability of confusing the eavesdropper, the inherent co-channel interference in UDNs has now turned into a meritorious tool which may effectively impair the interceptor's SINR. And the wiretap channel is deteriorated in the process of the BSs' simultaneous transmission, where in fact the BSs jam for each other. It has the advantage of saving the power and frequency resource in contrast to the scheme that employs dedicated jammers to transmit Gaussian noise. In this case, a prudent frequency and power management is required to ensure that the subscribed users in the system will not be seriously affected. Even though the SBSs are capable of taking the role of jamming, new problems will arise and specific methods are demanded in order to fulfill a practical application. The details will be discussed in the case study in next section.
Note that such a cooperative regime may encounter some resistance in uplink transmission. Unlike the SBSs which are wire powered, energy is a severe concern for mobile users, leading to extreme unwillingness for SUEs to help at the sacrifice of their limited battery budget. The technology of energy harvesting may be a rescuer for this problem. With the ability of wireless charging, the SUEs are endowed with more freedom to arrange their power and may eager to cooperate once some incentives are provided. Another obstacle for SUEs to take the role of friendly jammer lies in their limited ability to measure or collect the network information. Unlike BSs that are able to obtain the network parameter through feedback and messages exchanged on the backhaul, the UEs, in most cases, almost know nothing but their own information. This weighs against their decision making in the process of resource management. Hence it claims a more urgent need on the distributed algorithms in resource allocation.
C. SECURITY OVER MOBILITY MANAGEMENT
Due to the diminished cell radius of the small cells, the users are very likely to pass several small cells during an intact communication session. The security problem will be more intrinsic in the network with fast moving users, especially in a system that the small cells work in open or hybrid mode. When the users have multiple choices besides connecting to the MBS in case handover happens, choosing the target BS becomes a main task for the users. First of all, a securityoriented criterion of network or BS selection is required instead of the existing policies that are based on the distance or the received signal strength. The definition of such a handover preference is not an easy task. For example, the stringent delay requirement of 5G realtime applications is often in milliseconds. Besides the information security, the traditional performance criteria such as delay, throughput, or jitter are also what we have to consider. It is obvious that such multi-objective problems that jointly optimize the secrecy performance along with other metrics further increase the difficulty in network configuration. Some suboptimal solutions could be adopted by designing a criteria that is a weighted combination of various objectives. The weighting factors, which reflect the priority of each kind of performance, can be adjusted in line with different service types or user demands.
Secondly, the service gateway (S-GW) continues to send the data packets to the source BS during the entire process of handover execution. Since the source BS needs to deliver the buffered and in transit packets to the target BS, the safety transfer of the remnant information between source and target BSs is also a challenge when a reliable continuous communication is required. Besides the physical layer security methods, the modified signaling procedure that simplifies the handover process as well as the handover prediction algorithms can be used. So that the S-GW is able to send the newly generated packets to the target BS in advance, reducing the data that needs to be transferred.
D. HANDLING THE HETEROGENEITY
The permission of private installation of BSs by users in UDNs leads to an easy entrance for the malicious nodes. This characteristic makes it convenient for the users while leaves a highly random network for the operator. Consequently, novel schemes to handle the heterogeneity as well as the randomness of the network are of urgent expectation. In recent analysis of the UDNs the stochastic geometry has become a popular tool, on which basis the randomness of small cells is modeled as PPP. This could also be used as reference and be considered as a fundamental network model in the future studies in UDNs security. In [21] the secrecy outage probability of a multi-tier network is deduced by viewing the BSs and users in each tier as independent PPPs. In addition to the sophisticated channel state and network architecture, the users also present the tendency of heterogeneity and diversity, claiming different demands upon security and privacy. Different users and user demands also bring lots of challenges to the resource allocation and network configuration. Diversity, personality and dynamics are the irresistible trend of the future communication system from the network architecture to the applications and the users, and the resource management is facing an unprecedent challenge.
Although small cells are gaining an increasing market share in offloading the indoor traffic [9] , the co-existence of the small cells and WiFi is the most widespread case. In addition, the research of LTE in unlicensed spectrum (LTE-U) has been carried out along with the release of the 295 MHz unlicensed bandwith. The actual network of future 5G system will be even more sophisticated, with UDNs, WiFi, WiMAX, Bluetooth, etc., all mixed together. The convergence of these multi-radio access technologies (multi-RATs) brings about the respective advantages into the network, endowing the communication system with a more powerful ability to serve the users. However, the disadvantages of each single network also retains such as the interception and deny of serves attack, not to mention the crossdomain security problems. The seamless security is an essential difficulty when users switch between different networks or experience the dual connection, say UDNs and WiFi, which may trigger flow-splitting. Furthermore, the integration of different RATs increases the open degree of the UDNs by providing more interfaces to other networks, imposing more risks of the security attack. Therefore, the fusion with the unlicensed systems may be particularly vulnerable on the security aspect. What's worse, the multi-RAT makes it more complex to propose an effective security mechanism that fits all sorts of the networks. As the cast effect reveals, the overall performance depends on the weakest link in the system. Novel protocols are expected and new standards towards LTE-U is under hot discussion. The combination of the high layer methods like encryption, authentication, and the physical layer security may be a possible solution to simultaneously adapt to the characteristics of the TCP/IP network and the wireless system.
CSI is a crucial topic in the field of physical layer security as the imperfect CSI will cause an even larger deviation in the complicated environment like UDNs. Strategies that only need imperfect CSI [15] , [29] or even do not require the CSI information of eavesdropper [34] , [35] will definitely be an inevitable trend. Since it has already been intensively discussed in the field of physical layer security, we will not repeat it here and the readers could go into [36] for more details. To sum up, the improvements as well as innovations of current resource management techniques are expected in order to enhance the secrecy performance in UDNs. The general requirements of the future resource allocation algorithms are simple, effective and decentralized since the low-power, user-deployed SBSs usually can not afford the high complexity, and an enormous number of nodes in the network make it unsuitable for the central control. Distributed algorithm design is an exorable trend in all sorts of research in UDNs. Popular approaches include decomposing the problem into several separated ones and adopting game theory that has been studied in [37] - [39] . Often, the majority of distributed algorithms require information exchange among different nodes, which is not desirable due to the enormous signalling overhead [40] . Hybrid algorithms, for instance, first clustering the vast nodes and then allocating the resource within each cluster, perform well in striking a balance between complexity and the overhead. And it is also considered as a promising alternative to the distributed algorithm.
IV. A CASE STUDY
We now move on to deal with the emerging problems of information protection in UDNs. As is analysed, the existing jamming or relaying mechanisms may not be appropriate for the UDNs due to the possibility of bringing in additional interference and leading to a more crowded network. Based on the unique feature of UDNs, we have proposed a crosslayer cooperation scheme which protects the confidentiality of macro layer information with the aid of SBSs. However, the current scenarios with single user or single jammer are not suitable for the actual network like UDNs. The existence of multiple users (MUEs in the proposed scheme) and multiple jammers (SBSs) in UDNs generates a new problem of twoway selection between the users and jammers. Furthermore, the jammers in previous studies have strong motivation assisting the secure communication in order to acquire the monetary or resource bonus. The only cost is the power, whereas for SBSs, providing jamming service means a loss of their own performance because they have to allocate a portion of VOLUME 4, 2016 their power for jamming. Since it is reasonable for SBSs to attach more importance to the QoS of their own SUEs, they may not be willing to help, making it more challenging for the implementation of the cross-layer cooperation. To cope with the above questions, we first design a powerful incentive mechanism for the SBSs to fully facilitate the collaboration and then apply the coalition formation game to model the twoway selection problem [28] .
In this case study, we investigate a distributed scheme to protect the confidential downlink transmission of the macrolayer in a UDNs system, aiming to maximize the overall secrecy capacity of MUEs,
where R m denotes the secrecy capacity of MUE m and is the network partition or the coalitional structure, whose formal definition can be found in [41] . Orthogonal sets of subchannels are allocated to the two layers respectively so that the cross-tier interference is eliminated. Under the cooperative paradigm, no dedicated jammer is needed while the SBSs take the role of the potential jammer. To encourage the SBSs for cooperation, a resource reimbursement mechanism is adopted so as to ensure the performance of SBSs in the jamming period. The SBSs are allowed to substitute the conventional Gaussian noise for their own data as the jamming signal. It has no effect on the jamming performance due to the MUE's disability of decoding the jamming signal. Hence, the MUE can open its subchannel to the jammer SBSs as a resource reward. The SBS that chooses to be a jammer just allocates a fraction α of its total power to transmit on the selected client MUE's subchannel. In this way, the secrecy performance of MUEs is enhanced through the introduced cross-layer interference. At the same time, the available frequency resource for certain SBSs are also increased. Based on this cooperative and resource incentive mechanism, the MUEs hope to choose the best set of SBSs to maximize their secrecy capacity while the SBSs struggle to find the best client MUE to obtain the most profit. The MUE and its jammer SBSs are considered as a coalition which actually represents the mutual selection between the MUEs and SBSs. Then, this two-way selection problem can be solved via the coalition formation game. It is assumed that the MUEs are able to choose a set of SBSs as jammers while the SBSs are only allowed to serve one MUE at most. The rationale behind this is that it's unwise for SBSs to distract much of the energy to protect the MUEs, leaving its own users aside.
In Fig. 4 , we assess the proposed algorithm, in terms of the average secrecy capacity of macro layer for a network with 10 MUEs, as the number of SBSs increases. With a quintuple enhancement of the average secrecy capacity, the effectiveness of the proposed cooperative scheme is sufficiently manifested. To explore the source of such a large gap between the two modes, we evaluate the average number of users that have non-zero secrecy capacity in cooperative and non-cooperative paradigms. First of all, the number of users that can naturally have a positive secrecy capacity is 3.88 (in a system with 80 SBSs) on average, which is less than 4. The result indicates that the existence of the eavesdropper is indeed an appalling threaten that more than half of the legitimate users are completely exposed to the malicious nodes. Through the jamming assistance of SBSs, the number rises to 9.76 which means that almost every macro user can be protected. Secondly, from what can be observed, an increment appears as the number of SBSs grows. This is due to the fact that the increasing number of SBSs provides a wider choice of the candidate jammers that alleviates the fierce competition for the jammers in the process of two-way selection. Fig. 5-(a) , we can observe that the average capacity of the SBSs has an obvious increase compared with the traditional scheme that transmits pure noise during jamming, which coincides with the discussion in Section III. This demonstrates that a proper use of the interference in UDNs can efficiently improve the resource utilization on top of achieving the goal of secure communication. Due to the better performance brought by the resource reward, a growing number of SBSs are inspired to take part in the cooperation. As can be seen in Fig. 5-(b) , the average number of jamming SBSs almost doubles in the proposed regime. It also shows that, as a service provider itself, the SBS may attach more importance to its own performance and the user's experience. This may be a non-ignorable difference from designing security paradigms with a pure jammer. At last, the declining trend of the SBS capacity is because of the increasingly severe co-layer interference with the augment of the small cells. At last, we compare the proposed scheme to the optimal value of the optimization problem defined in (3), the result of which is shown in Fig. 6 . From what can be seen, the outcome of the proposed game-based algorithm is very close to the optimal value and in some cases, it is capable of finding the best strategy. The performance gap does not exceed 5% with respect to the optimal solution at K = 9 SBSs. The likely number of is given by the Bell Number which has reached to 27644437 when there are only 13 nodes in the network (i.e., 3 MUEs and 10 SBSs in our case). Hence finding the optimal coalitional structure by exhaustive search is almost intractable in terms of mathematical and computational complexity. Whereas the proposed algorithm is scalable and can usually converge within 5 or 6 loops even when there are 120 SBSs. the coalitional game is able to find a feasible solution that is not much worse than the optimal one with a much smaller cost in terms of time and computational complexity. Thus we can conclude that the proposed coalitional game is capable of achieving a highly comparable performance to the optimal solution with a much smaller cost in terms of time and computational complexity.
V. CONCLUSION
In this article, we have focused on the security-based resource management in UDNs as security is the frontier of the future communication development. Based on this intention, a summary of the resource allocation avenue in current efforts of physical layer security is surveyed, all of which have the potential of being introduced into the UDNs. The open issues and future directions of the security in UDNs are discussed for insights on future study. At last, an analysis of newly arose problems of taking the SBSs as jammers is delivered before a complete cross-layer cooperative framework as well as a resource reward regime are proposed as a case study. The numerical results demonstrate the effectiveness of the proposed approach in protecting the confidentiality of the macro layer. Furthermore, the resource efficiency is also remarkably elevated. To summarize, the security-oriented resource allocation in UDNs is an interesting and significant issue. The concept of physical layer security may provide a guidance for security research in UDNs, but a direct application to the complicated networks is still a challenging problem. Indeed, more research efforts are deserved to realize the secure transmission in UDNs. 
